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Abstract:

Aim of the Study:

Post COVID-19, everyone needs to be aware of health. The condition of the human body is judged based on various health reports like X-ray, CT
scan and MRI scan. Due to misplacement or loss of medical reports, there lies a high chance of improper diagnosis.

Methods:

In order to avoid improper diagnosis, a novel data-hiding technique is proposed in this work. In the proposed method, the patient’s health records
are hidden using polynomial theory in the patient photograph. This is used by doctors in telemedicine for better treatment at the right time. Image
steganography  is  useful  for  hiding  secret  images  and  also  for  generating  secret  keys.  This  enables  only  the  authorized  people  (patient  and
corresponding doctor) to access the reports using secret keys.

Results:

Four secret images (medical reports of the patient) are successfully embedded onto a single cover image (patient photo) with good quality. After
embedding, the stego images look like cover images so that unauthorized persons will not be able to access the data, and hence, safe transmission
is being carried out.

Conclusion:

A patient's medical report plays an important role in proper medical treatment. Particularly in telemedicine, the safe transmission of patient reports
without any loss or damage is necessary. The proposed method embeds reports of a patient in his/her photo and transmits them to the destination
safely with a quality of 45.5 dB. This hiding method is helpful to avoid cyber crimes, illegal transactions, malpractices etc.
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1. INTRODUCTION

Transmitting digital data over the internet is not safe, as it
leads to the deception of data. Hence, a highly secure means of
data communication is required. In the present technology, the
public  applications  are  flooded  with  private  data.  A  similar
problem has  to  be addressed in  telemedicine applications.  In
telediagnosis, the treatment is given based on the health reports
of the patient. The confidentiality and quality of the reports are
the prominent challenging issues. Data hiding [1 - 3] is one of
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the  solutions  to  maintain  security.  The  most  popular  data-
hiding  techniques  are  cryptography,  watermarking,  and
steganography. Cryptography [4 - 6] hides the meaning of the
data.  2D-LAIC  can  generate  an  unpredictable  keystream,
which  is  highly  suitable  for  cryptography,  and  exhibit  better
dynamical  behavior  than  classical  chaotic  systems.
Watermarking [7 - 9] is to create a translucent image on paper
to provide authenticity. One of the key tools for securing image
communication  is  image  encryption  technology.  Well-
established  methods  like  DES,  AES,  and  3DES  are  used  to
encrypt text data. However, these algorithms are not relevant
when  processing  images  with  high  data  volumes  and  strong
pixel-to-pixel  correlations;  in  these  cases,  statistical  analysis
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can  be  easily  used  instead.  Furthermore,  these  encryption
methods have very low efficiency. Steganography [10 - 13] is a
method of hiding information that does not arouse suspicion.
“Steganos” means covered or hidden, and “graphics” is derived
from the Greek language, which means writing. Steganography
is  mainly  used  in  security  applications  like  covert
communication,  legal  fields,  and  copyright  control.  Image
steganography hides the secret images into a cover image with
the help of secret keys to generate stego. Stego and cover data
are  identical.  However,  stego  data  contains  both  secret  and
cover  essence.  An  unauthorized  person  cannot  identify  or
change the secret data. Only an authorized person can access
the original data. These techniques are very useful and essential
for today’s digital world applications.

2. RELATED WORKS

A.H. Mohsin et al. [14] proposed a method for COVID-19
data security. This approach is performed based on blockchain
technology and hash function. In this method, the patient’s data
is  hidden  in  the  hospital  database.  Their  results  show  good
embedding capacity and stego quality. However, this is a study
work only and is not implemented on real patient reports.

Ghazanfar  Farooq  Siddiquie  et  al.  [15],  proposed  the
Image Region Decomposition (IRD) approach that embedded
more  concealed  information  with  greater  visual  quality.  The
proposed IRD techniques produced excellent results in terms of
unobtrusiveness  and  payload  volume.  On  a  set  of  standard
pictures,  the  IRD approach  was  also  put  to  the  test.  Various
high-resolution  image  formats  of  different  areas,  and  colour
photos  of  the  body,  were  used  with  the  proposed  IRD
approach.

Aditya Kumar Sahu et al. [16] proposed a steganography
method  that  progressed  at  the  same  rate  as  steganalysis.
Multiple photo steganography methods are compared to three
diametrically opposed steganographic measures. The existing
issues  as  well  as  prospects  are  highlighted.  Furthermore,
steganography, and steganalysis are growing in popularity in
this digital age.

Roseline  Oluwaseun  et  al.  [17]  proposed  a  method  that
addressed the critical  authentication issues.  A changed Least
Significant  Bit  (LSB)  approach  was  set  up  for  retaining  and
concealing  medical  data.  According  to  the  findings  of  the
study,  the  proposed technique  can  add medical  data  to  stego
photos without leaving a visible deception. When compared to
other current systems, with a few entrenching falsifications, the
secured  healthcare  data  platform  is  found  to  be  capable  of
hiding medical data and developing undetectable stego images.
This  study  also  developed  a  vital  info-enabling  strategy  for
protecting  its  secret  and  privacy  by  disguising  the  existing
patient  data.  However,  when compared to  other  systems,  the
proposed  protected  medical  information  system  had  a  high
embedding  rate,  resulting  in  an  excellent  balance  of
concealment  and  stego  image  quality.

Nandhini Subramanian et al.  [18] proposed a method for
the act of concealing hidden information under a cover image
that  is  visible  to  the  naked  eye.  Overburdening  the  cover-up
image  with  more  pixels  to  hide  the  hidden  information  can
result in distorted images, therefore, traditional techniques have

a limited hiding capacity.

Faizana Naeem et  al.  [19] proposed a method due to the
privacy and confidentiality of information of the patient, and
the  main  cause  arises  when  it  comes  through  individual
assessment  of  medical  reports.  Secure  storage  as  well  as
distribution of medical data is frequently hampered by an ever-
changing threat landscape by many hackers or attackers. As per
the latest cyber reports, it was found that there was a gradual
increase  in  the  number  of  confidentiality  flaws  and  unaware
users  were  accessing  this  sensitive  data.  The  traditional
cryptography  and  steganography  techniques  are  commonly
used  to  safeguard  and  conceal  files.  However,  the  files  are
prone to execution errors. The best technique to handle this is
Steganography,  by  which  we  can  hide  the  secret  data  into
another cover picture and secure the data, a violation of which
can result in displaying the secret data.

Zhou  et  al.,  [20]  proposed  a  coverless  steganographic
approach  for  transmitting  a  hidden  color  image  that  was  not
edited.  The  Stego  pictures  are  constructed  by  splitting  every
image  in  the  database  into  various  unmodified  pictures  and
naming those pictures related to the behavior of the decoded
pictures.  Each  of  these  images  shares  one  or  more  visually
related  patches  with  the  database's  hidden  pictures.  A  stego
picture  is  a  normal  picture  with  no  changes.  This
steganography not only withstands steganalysis but also gives a
high level of security and concealment.

3. PROPOSED METHODOLOGY
The proposed method, as shown in Fig. (1), embeds four

secret images (patient images like x-rays, scanning reports, test
reports)  into a cover image (patient  photo).  All  input images
are of the same size. The entire process is performed by using
polynomial methodology.

3.1. Embedding Algorithm
Polynomial  theory  for  steganography  is  proposed  by

Shamir’s  scheme  [21].  Shamir’s  scheme  embeds  one  secret
image  into  one  cover  image.  Based  on  that  concept  in  the
proposed  method,  four  secret  images  are  embedded  into  a
single cover image. The embedding procedure is as follows,

3.1.1. Step 1
Firstly,  all  secret  images  are  multiplied  with  some

predefined  threshold  value.  As  per  Shamir’s  scheme  the
threshold value range is from 0 to 1. In the proposed work, the
threshold value is chosen as 0.1., so that the gray level value of
secret  images  decreases  more  than  cover  image.  When  the
cover  gray  value  is  greater  than  the  secret  value,  the
concealment  of  the  secret  value  is  easy  and  safe.  The  same
threshold value is set at the receiver side for reconstruction.

3.1.2. Step 2

Generate  a  4th-degree  polynomial  equation  using  four
secret  images  and  a  cover  image  is  given  by  the  following
equation

(1)

where a, b, c, d are the pixels of secret images 1, 2, 3, and
4, respectively. The constant value e is the cover image pixel.

𝑓(𝑥) = 𝑎𝑥4 + 𝑏𝑥3 + 𝑐𝑥2 + 𝑑𝑥1 + 𝑒 
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3.1.3. Step 3

A stego image is generated by placing the secret keys into

Eq. (1) using polynomial functions as the following:

(2)

Fig. (1). Embedding procedure.

𝑦(1) = 𝑓(1), 𝑦(2) =  𝑓(2), … . 𝑦(𝑛) =  𝑓(𝑛) 

Secret images  Cover image  

Embedding 

Stego image  

Secret key  

secret 1 secret 2 secret 3 secret 4 

Set 1 testing images 

secret 1 secret 2 secret 3 secret 4 

Set 2 testing images 
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Fig. (2). Results of the embedding algorithm.

For the embedding procedure, four secret keys and two sets
of  medical  report  images  (secrets)  were  considered  for
experimentation. When the number of secret keys increases, it
means  the  security  also  increases;  however,  solving  entire
equations becomes complex. Secret key 1 is an abdomen CT
scan, Secret key 2 is an ankle CT scan, secret key 3 is a brain
CT  scan,  and  secret  key  4  is  an  ort  CT  scan,  these  are
considered as set 1. Similarly, secret key 1 is a brain CT scan,
secret key 2 is an abdomen CT scan, secret key 3 is a chest CT
scan,  and  secret  key  4  is  a  leg  bone  CT  scan,  these  are
considered as set 2. The benchmark gray level image ‘Lena’ is
considered  a  patient  photo  for  the  cover  image.  After

embedding  four  secret  images  into  the  cover  image  to  get  a
stego image, which will be very similar to the cover image, as
shown  in  Fig.  (2).  Moreover,  because  the  Stego  image
resembles  a  cover  image,  safe  communication  can  occur
because unauthorized parties cannot assume that the secret data
is  included.  In  the  proposed work,  up  to  4  secret  images  are
embedded in a single cover image with good quality, as shown
in Fig. (3). When more than four secret images are embedded,
it  means  the  quality  of  the  stego  image  decreases,  and  the
secrets are out from the cover image, as shown in Fig. 4, so that
the unauthorized indivduals  also have a chance to obtain the
secret information.

Fig. (3). Stego image with 4 secret images embedded.

cover image stego image 
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Fig. (4). Stego image with more than 4 secret images embedded.

Fig. (5). Extraction procedure.

3.2. Extraction Algorithm
Stego  image,  threshold  value,  and  the  secret  keys  are

provided  for  the  receiver  to  recover  the  secret  and  cover
images.  The  algorithm  is  shown  in  Fig.  (5).

3.2.1. Step 1
The  inverse  matrix  method  is  applied  with  the  help  of

secret keys on the stego image to recover the coefficients of 4th

order degree polynomial function f(x).

3.2.2. Step 2
The coefficient  of  x4  is  considered a secret  image with 1

pixel, similarly, the coefficient of x3, x2, x1 are secret images 2,
3,  and  4  pixels,  respectively.  These  pixels  are  formed  in  a
proper  order  to  obtain  images  of  size  MXN.  In  the  proposed
work, 512 × 512 images are considered.

3.2.3. Step 3

Finally, these images are divided with threshold values to
recover the secret images. The constant value is considered as
the cover pixel. Therefore, all secret images and cover images
are recovered without any damage. Reconstructed images are
shown in Fig. (6).

4. RESULT ANALYSIS AND DISCUSSIONS

Stego image quality and embedding capacity are the main
targets in the proposed work. The quality is measured based on
the Peak Signal to Noise Ratio (PSNR). A higher PSNR value
indicates a higher quality of reconstruction.

(3)

Secret key  stego image  

Extraction  

Reconstructed 

Secret images 

Reconstructed 

Cover image 

𝑃𝑆𝑁𝑅 = 10𝑙𝑜𝑔
2552

𝑀𝑆𝐸
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Fig. (6). Results of the extraction algorithm.

The similarity between the stego and cover is measured by
Structural content (SC)

(4)

A  greater  SC  (Structural  Content)  rating  indicates  that
cover  and  stego  images  look  similar  to  each  other.  So  that
unauthorized  intender  cannot  imagine  the  content  which  is
embedded in the stego image. The reference range of SC is 0 -
1. The embedding capacity indicates, the number of secret bits

embedded into the cover image as shown in Tables 1 and 2. M
X N represents the size of the images (both secret and cover).

The embedding capacity and quality of the stego image are
inversely proportional to each other, as shown in Table 1. As
shown  in  Table  1,  a  single  secret  image  embedded  into  the
cover image to achieved a PSNR of 75.1dB, and similarly, two
secret  images  embedded  achieved  a  PSNR  of  68.9  dB.  The
results  indicates  that,  more  images  embedded  into  a  cover
image will effect the quality of the stego image. The number of
secret images embedded increases, however, the stego image
quality decreases. Another set of results is shown in Table 2.

Table 1. Result analysis of stego image for set 1.

Secret Images Cover Image PSNR
(dB) SC Embedding Capacity

Embedding of One Image
Secret image 1 Lena image 75.1 0.9997 1 M X N

Embedding of two images
Secret images 1 & 2 Lena image 68.9 0.9994 2 M X N
Secret images 3 & 4 Lena image 68.7 0.9993 2 M X N

Embedding of three images
Secret images 1, 2 & 3 Lena image 52.8 0.9989 3 M X N
Secret images 2, 3 & 4 Lena image 53.1 0.9990 3 M X N

Embedding of four images
Secret images 1, 2, 3 & 4 Lena image 45.5 0.9981 4 M X N

Table 2. Result analysis of stego image for set 2.

Secret Images Cover Image PSNR
(dB) SC Embedding Capacity

Embedding of one image
Secret image 1 Lena image 78.02 0.9998 1 M X N

Embedding of two images
Secret images 1 & 2 Lena image 70.43 0.9997 2 M X N
Secret images 3&4 Lena image 67.12 0.9995 2 M X N

𝑆𝐶 =
∑ ∑ (𝐴𝑖𝑗)2𝑛

𝑗=1
𝑚
𝑖=1

∑ ∑ (𝐵𝑖𝑗)2𝑛
𝑗=1

𝑚
𝑖=1

  

    

Reconstructed images of set 1 

    

Reconstructed images of set 2 



Patient Data Hiding and Transmitting during COVID-19 Current Medical Imaging, 2024, Volume 20   7

Secret Images Cover Image PSNR
(dB) SC Embedding Capacity

Embedding of one image
Embedding of three images

Secret images 1, 2 & 3 Lena image 63.89 0.9991 3 M X N
Secret images 2, 3 & 4 Lena image 55.26 0.9987 3 M X N

Embedding of four images
Secret images 1, 2, 3 & 4 Lena image 47.20 0.9984 4 M X N

Table 3. Experimental comparisons of the proposed method with existing methods.

Method/Refs. PSNR (dB) Reconstruct the Secret Image
without Loss

Reconstruct the Cover Image
without Loss Embedding Capacity

Thien et al. 2002 [22] 32 Yes No -
Lin cc et al. 2004 [23] 40 Yes Yes M X N

Wu et al. 2004 [24] 34 No No -
Yang et al. 2007 [25] 40 Yes No M X N/4

Chang cc et al. 2008 [26] 40.66 Yes No M X N
Zhao et al. 2009 [27] 39 Yes No M X N/4

Lin py et al. 2009 [28] 41 Yes No M X N/2
Pei et al. 2010 [29] 42 Yes Yes M X N/2

Yen-po et al. 2012 [30] 44 Yes Yes M X N/2
Xintao Duan et al. 2020 [2] 43.13 Yes Yes M X N/2

Ghazanfar Farooq Siddiqui et al. 2020 [15] 45.09 Yes Yes 2 x (M X N)
Xinliang Bi et al. 2021 [3] 40.66 Yes Yes M X N/2
J. Xie, H. et al. 2022 [31] 43.01 No No M X N

W. El-Shafai et al. 2023 [32] 38.63 Yes No M X N
Proposed method 45.5 Yes Yes 4 x (M X N)

Comparisons  of  the  proposed  method  with  existing
methods  are  presented  in  Table  3.  All  the  existing  methods
embed only one secret image into one cover image and achieve
an average PSNR of upto 44dB. In the Proposed method four
secret  images  are  embedded  into  a  single  cover  image  and
achieve a PSNR of 45.5dB in set 1 and 47.20dB in set 2. These
results shows that the proposed work is superior compared to
the existing methods.

CONCLUSION

A patient’s report plays an important role in their medical
treatment. Particularly in telemedicine, the safe transmission of
patient reports without any misplacement or loss of information
is  necessary.  The proposed method embeds four  reports  of  a
patient in his/her photo and transmits it to the destination safely
with  a  quality  of  45.5  dB  for  set  1  and  47.20  dB  for  set  2.
Compared with the existing methods, the proposed method has
high  embedding  capacity  with  good  quality.  While  other
methods can only embed one image inside another image, the
proposed  work  uses  a  revolutionary  technique  where  four
secret images are placed at once. The results show that when
more  than  four  hidden  images  are  incorporated  into  a  single
cover image, the quality of the stego image declines, and this is
a challenge for the proposed method in this study.

LIST OF ABBREVIATIONS

CT scan = Computed Tomography scan

DES = Data Encryption Standard

AES = Advanced Encryption Standard

dB = decibels

2D-LAIC = 2 Dimensional Logistic map And Infinite Collapse

MRI = Magnetic Resonance Imaging

PSNR = Peak Signal to Noise Ratio

SC = Structural Content
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